Microsoft Certification outline

Summary

This standard outlines the baseline requirements for tools to be certified by ITAM Review for the purpose of managing Microsoft licenses. It is split into 4 sections: Entitlement, Consumption, Optimization, and Reporting. The aim is to highlight to prospective tool customers how a certified tool meets common SAM deliverable requirements – tracking license ownership, determining consumption of licenses, creating reports for a variety of stakeholders, and optimizing their estates to maximize license usage, remove license risk, and reduce costs.
Scope
Microsoft products cover a broad scope. This standard is focused on management of product licenses and license metrics relating to enterprise software both on premises and in the Cloud. Specifically, we expect certified products to cover at least three of the following product categories: Operating Systems, Applications, Servers, and Online Services. 
Furthermore, the standard focuses on commercial licensing and recognizes that optimization of academic, government, and non-production licensing may not be covered by commercial tooling.
This standard does not cover Azure, or optimization of cloud deployments, other than tracking usage of online services related to Operating System, Application, SaaS, or Server/Datacenter licensing. A separate certification standard may be created for Azure Management at a later date.
Entitlement
1. How does your tool record entitlements?
2. Does your tool enable the metrics listed in Appendix 1 to be recorded?
3. Can entitlements be structured by Buying program, agreement, affiliate, etc?
4. Are entitlements with active Software Assurance (SA) differentiated from those without?
5. For entitlements with SA are SA-specific benefits (e.g. license mobility) recorded in the license record and available for consumption and optimization purposes?
6. Can entitlements be loaded from a Microsoft License Statement (MLS)?
7. Is an audit trail maintained regarding adds, amends, and deletions of entitlement data?
8. Can licenses be imported from a 3rd-party source – e.g. Reseller account records?
9. How does your tool handle license renewals and true-ups?
10. Does your tool record pricing (list and/or actual) to enable calculation of associated licensing costs?
11. Are license SKUs recorded?
12. Are OEM licenses (i.e. OS licenses provided with hardware) identifiable and segregated from purchased licenses?
13. Does your tool track subscription licenses?
14. Where applicable, are Azure Hybrid Benefits recorded?
15. Can upgrade/downgrade rights be tracked?
16. Can existing licenses be upgraded via license grants when metrics change? e.g. migration from per CPU to per core.
Consumption
1. List the methods your tool uses for gathering consumption data (e.g. agent-based, agentless, API, third-party sources, manual input)
2. Does your tool import data from an organization’s computers and users directory (e.g. Active Directory)?
3. How frequently can consumption data be collected? (e.g. continuously, daily, weekly, ad hoc)
4. For virtualized on-premises environments can a deployment hierarchy be established and maintained (e.g. Datacenter/Cluster/Host/VM), including relevant data such as processor type, core count, and hyperthreading status?
5. Can environments be tagged as Production/Non-Production/DR?
6. For the purposes of calculating consumption can appropriate metrics be assigned to consuming devices/users? For example, tagging a Cluster as entitled to unlimited deployment due to assignment of Datacenter licenses, or assigning a Device CAL to a device, or marking a SQL deployment as being licensed with Server/CAL licenses.
7. Are user connections to environments discovered and inventoried? This is required in order to determine user-based consumption metrics such as User/Device CALs and MSDN/Visual Studio.
8. Are last access dates to products (servers, applications, etc) by devices and users recorded?
9. Does your tool record consumption of Azure Hybrid Benefit rights?
10. Does your tool record creation and deletion dates for assets (users, devices, installations)?
Optimization
1. Does your tool reflect and track Microsoft license assignment rules including the 90-day rule and License Mobility?
2. Are licenses automatically de-allocated when a license assignment rule such as the 90-day rule is met?	Comment by Rich: The 90-day rule is that licenses cannot be re-allocated within 90 days. 

Is it the case that the tool should be able to flag a (potential) breach of this rather than just de-allocating a license?	Comment by AJ: I think that’s quite tricky - because there are valid reasons (hardware failure/employee leaving) where the 90 day rule can be ignored. The way I approached it was keeping an eye on the trend for number of leavers per week and adjusting allocations accordingly. It would be quite tricky in an audit scenario for MS to determine non-compliance with the rule

3. Is a renewal calendar or similar view provided for licenses (e.g. CSP, SaaS, EA renewals)?
4. Are license entitlements allocated automatically based on consumption data in order to minimize cost and/or maximize license compliance?
5. Can licenses be “pinned” to certain environments? e.g. assigning unlimited deployment rights to a specific cluster, or tagging a non-production environment to use MSDN/Visual Studio licenses
6. Where downgrade or upgrade rights are being utilized is this reflected in the compliance calculation?
7. Are license costs captured in order to determine the financial aspects of consumption optimization?
8. Does the tool provide evidence to support automated optimizations/license allocations. For example, indicating a cluster has unlimited deployment rights due to assignment of Datacenter licenses?
9. Does your tool support scenario modelling to aid decision making? For example, calculating the compliance impact of proposed hardware upgrades.
Reporting
1. Does the tool provide a dashboarding function, including customization by users?
2. Does the reporting engine enable role-based access – i.e. limiting access to certain data to certain subsets of users?
3. Are costs relating to license deployments, compliance shortfalls, etc. made available in applicable reports?
4. Can users create their own custom reports?
5. Can reports be generated and issued on a scheduled basis?
6. Is it possible for external reporting tools (e.g. PowerBI, Tableau) to access data in your tool? If so, is the access automated via API or similar or via manual means (e.g. CSV export)
7. Can users generate and access trend data? For example, show the progress of compliance or optimization aspects over time.
8. Does the dashboarding facility provide users with actionable insights, e.g. optimization opportunities?
Appendix 1 - Metrics
Global Metrics
· Per user
· Per device
· Per CPU
· Per core
Product Categories
On-premises Datacenter
· Windows Server
· Per CPU + CAL (old)
· Per Core + CAL (current)
· SQL Server
· Per CPU (old)
· Per Core (new)
· Per Server + CAL (old for Enterprise, current for Std)
· Developer Edition
· Azure Hybrid Benefit for both
On-premises Desktop
· Windows 10/11
· Office Std/Pro Plus
SaaS
· Office / Microsoft 365
· Visio / Project 365
· Power Apps
· Power Automate
· Power BI
Cloud
· Azure Hybrid Benefit
· License Mobility rights
Software Assurance
· Upgrade/downgrade rights
· License Mobility
